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Risk Assessment Revisited
~ — Common Pitfalls in Implementing SA 315




Introduction to SA 315

Risk-based auditing is central to an effective audit, as it enables audit effort to be directed
to areas of higher risk of material misstatement (RoMM), improving both audit quality and
efficiency. Identification and assessment of RoMM helps the auditor to respond to those
risks and eventually issue an appropriate audit opinion. We explored this aspect earlier in
our article ‘Risk-Based Approach to Audit in International Landscape’. This article revisits
SA 315 to highlight common implementation pitfalls and their implications for audit quality
in practice.

Standard on Auditing (SA) 315 is a foundational standard that outlines the auditor's
responsibility to identify and assess the risks of material misstatement in financial
statements. This is achieved by obtaining a deep understanding of the entity, its
operational environment, and its internal controls. The auditor has an objective to identify
and assess the risks of material misstatement, whether due to fraud or error, at the
financial statement and assertion levels, through understanding the entity and its
environment, including the entity’s internal control. This provides a basis for designing
and implementing auditors’ responses to the assessed ROMM. This will assist the auditor
in reducing the audit risk to an acceptably low level.

Implementation of SA 315

SA 315 requires auditors to use the risk-based approach, which starts with understanding
the entity and its environment (including internal controls) to identify the ‘what could go
wrongs’ in the financial statements and assess the probability and magnitude of
misstatements. The approach also involves the auditors determining whether a control
reliance strategy is appropriate.

RoMM comprises inherent risk and control risk. Inherent risk is the susceptibility of
financial statements to misstatement before internal controls are considered, while
control risk is the risk that internal controls will fail to detect or prevent material
misstatements. Both, inherent risk and control risk, are considered as management’s
risks and are a given in any auditing situation. Based on the identified and assessed risk,
the auditor designs and performs audit procedures responsive to these risks, aiming to
reduce the risk of issuing an inappropriate audit opinion (i.e., audit risk) to an acceptably
low level. Audit risk is thus the product of the RoMM (which is given and cannot be altered
by the auditor) and detection risk (the failure of audit procedures to detect a material
misstatement).

While SA 315 provides a robust framework for risk assessment, its effectiveness in
practice depends on how it is implemented this section highlights common pitfalls and
practical ways to address them. These Common pitfalls in implementing SA 315 may
stem from a lack of professional skepticism, inadequate documentation, and a failure to
fully understand the entity's IT environment. Addressing these issues is crucial for
enhancing audit quality and compliance.

Key pitfalls and how to address them include

Insufficient Understanding of the Entity and its Environment

A foundational error could be failing to obtain an appropriate level of understanding of the
entity’s objectives and strategies, it’'s operations, the industry in which it operates, the
applicable regulatory environment and other external factors, the performance measures
used by the management, and the management’s selection and application of accounting
policies.
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. Pitfall: A "check-the-box" approach to understanding the entity, rather than an in-
depth analysis of their unique business risks that may result in risk of material
misstatements.

. Practical responses: Auditors should use professional judgment and perform
suitable risk assessment procedures (inquiry, observation, inspection, analytical
procedures) to conclude the risk assessment appropriately.

Bias and Lack of Professional Scepticism

Auditors may unconsciously favor information that confirms their existing beliefs
(confirmation bias) or assume management operates with complete integrity, leading to
overlooked risks, especially those related to fraud.

. Pitfall: Accepting management representations without critical assessment of
contradictory information or underlying evidence.

. Practical responses: Maintain a questioning mind throughout the process, remain
alert to conditions that may indicate potential misstatement, and critically evaluate
all evidence obtained.

Inadequate Documentation

Quality reviews frequently highlight deficiencies in how auditors document their risk
assessments and the basis for their conclusions. Vague or generic documentation hinders
the audit process and reviewability.

Pitfall: Using "boilerplate" or generic risk descriptions that do not specifically relate
to the entity's unique business risks that may result in risk of material misstatement,
or providing a blanket assertion about the absence of fraud risk without supporting
evidence.

Practical responses: Documentation must clearly reflect the specific risks
identified, how they were assessed on the spectrum of inherent risk, and the linkage
to planned further audit procedures in accordance with SA 330.

Failure to Address IT Risks and Controls

SA 315 places emphasis on understanding the entity's IT environment and general IT
controls (GITCs).

Pitfall: Overlooking vulnerabilities in IT systems (e.g., unauthorized access, data
integrity issues) or assuming controls in non-complex IT environments are sufficient
without proper evaluation.

Practical responses: Obtain a thorough understanding of the entity's relevant IT
systems, identify relevant GITCs, and assess their design and implementation,
potentially using IT experts for complex systems.

Failure to Address IT Risks and Controls

Risks that require special audit consideration (i.e. significant risks) must be determined
and addressed with appropriate procedures such as understanding the related controls,
testing controls in the current period instead of relying in results of test of controls from
previous audit.
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. Pitfall: Failing to determine an identified risk as significant risk when inherent risk
factors (e.g., subjectivity, complexity, uncertainty, fraud susceptibility) place them at
the higher end of the risk spectrum.

. Practical responses: Use inherent risk factors to evaluate the magnitude and
likelihood of potential misstatements and determine which risks are significant,
ensuring that specific controls addressing these risks are identified and evaluated.

Not Revisiting the Risk Assessment

Risk environments change due to new regulations, operational changes, or economic
conditions.

. Pitfall: Treating the risk assessment as a one-time planning activity and failing to
revise it in light of new information obtained during the audit.

. Practical responses: Continuously evaluate whether the initial risk assessment
remains appropriate as more evidence is gathered throughout the audit.

Case lllustration: Lessons from a Failed Risk
Assessment

Issue Background

The case below illustrates a fundamental breakdown in the application of SA 315, arising
from an over-reliance on management representations and insufficient professional
scepticism. While the audit should have begun with a robust understanding of internal
controls over cash, bank balances, revenues, and receivables including how transactions
were authorised, recorded, and monitored the controls presented to the auditors were
largely management-driven and later found to be manipulated. Documentation appeared
to evidence strong controls, including reconciliations and monitoring mechanisms, but
these were not independently validated.

Pitfall

In implementing SA 315, the auditor was expected to test key controls through direct
verification, such as obtaining independent bank confirmations, validating the existence of
customers and receivables, and assessing whether segregation of duties and approval
mechanisms were operating effectively. Instead, audit procedures relied heavily on
management explanations and internally generated documents, with limited independent
corroboration. As a result, controls were assumed to be effective without sufficient testing
of their design and operating effectiveness.
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Practical Responses

Under the requirements of SA 315, the auditor should have tested the design and
implementation of relevant internal controls, performed independent verification
procedures, and critically evaluated the reliability of information obtained from
management. Robust application of professional judgement and scepticism supported by
appropriate documentation and audit evidence was necessary to ensure risks were
identified and appropriately addressed.

Most critically, the risk assessment process failed to appropriately identify and assess
areas of heightened risk of material misstatement, particularly in relation to cash, bank
balances, revenues, receivables, and related party transactions areas inherently
susceptible to fraud. These balances should have driven enhanced audit focus and
tailored responses; however, they were not treated as significant risk areas. The case
underscores how deficiencies in understanding the entity, testing controls, and exercising
professional judgment under SA 315 can culminate in a failure to identify obvious risks at
the financial statement level.

Risk Assessment Revisited — Common Pitfalls in Implementing SA 315

Final Thoughts

Risk assessment under SA 315 sets the direction for the entire audit and has
a direct bearing on both audit quality and efficiency. The pitfalls discussed in
this article show that weaknesses often arise not from the Standard itself, but
from how risk assessment is translated into audit planning and responses.
Addressing these gaps requires sharper professional judgment, stronger
linkage between risks and procedures, and consistent application across
engagements. For audit teams, the real question is not whether SA 315 is
understood but whether it is being applied with the depth and intent the
Standard expects. As technology, regulations, and business models evolve,
auditors must adapt their risk assessment processes to maintain relevance

and assurance quality.
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Disclaimer

The contents of this document are intended for general marketing and informative purposes only and should
not be construed to be complete. This document may contain information other than our services and
credentials. Such information should neither be considered as an opinion or advice nor be relied upon as being
comprehensive and accurate. We accept no liability or responsibility to any person for any loss or damage
incurred by relying on such information. This document may contain proprietary, confidential or legally
privileged information and any unauthorised reproduction, misuse or disclosure of its contents is strictly
prohibited and will be unlawful.
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